HOW ELECTION SYSTEMS STAY SAFE THROUGH INDEPENDENT DESIGN =%

<> | TECHNOLOGY

U.S. elections aren’t built on any single company or tool. Our safe elections are built on layers that don’t put trust in any one company
or tool. It comes from outside review, transparent steps anyone can inspect, and checks that run before, during, and after each vote.

Built and Approved on Its Own

Every system is reviewed and approved on its own. /> @
= \/oting software must clear strict state and federal approval. — A
= FEach approved system must match a build that accredited outside labs — I

have examined and tested.

< Any change, whether from updates, new code, or new parts, triggers a
new review.

=« Approval covers ONLY one exact version.

Software Checks Before Each Vote

Change one line of code and the fingerprint breaks.

= Before a vote, staff check that the software matches the approved
version.

“ They use a digital fingerprint, called a hash.
A hash is a unique code made from a software build.

= Any change to the code, even a tiny one, makes a new fingerprint.
= A match shows the software has not changed.
« This check has been part of federal voting rules for almost twenty years.

Many Systems, Each on Its Own

Elections use many systems, each with a different job, often built and
approved on their own:
« voter registration lists
¢ check-in systems
« ballot marking devices
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« vote counters (tabulators)
¢ management systems
« election-night results websites

= No single system controls who can vote, how votes are cast, how
they are counted, and how they are shown.

= (Official results come from the canvass and are confirmed by audits,
not from the results website.

State and Federal Review A

The U.S. Election Assistance Commission sets the national standard. m
Many states use it to approve their systems. As part of approval:
« Qutside, accredited labs review the source code.
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= Tests verify that the system is secure, accurate, easy to use, and
accessible to all voters.

= States often add their own review, including code escrow and state

tests.
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Audits After the Vote o= |:'
Paper proves the result. ;D/ ggg
= After a vote, audits compare the machine's count with the paper ballots, my a4 ooo

counted by hand.
« The check does not rest on what a vendor says or who owns the system.

= |f the machine count does not match the paper, the audit catches it.

NO ONE SYSTEM RUNS OUR ELECTIONS -

and that’s by design.
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